CTOPOHBI CIOCOOCTBYIOT MaKCUMaibHOW 3()(EKTHBHOCTH OOYYEHHs M YJOBJIETBOPEHHIO IMOTPEOHOCTEH IMOJIb30-
BaTelNiell, UrpaeT BaXKHYIO pPOJb B COBEPUICHCTBOBAHWM MEIMIIMHCKOTO OOpa30BaHMSA M TMOATOTOBKE BHICOKOKBA-
TU(UIMPOBAHHBIX CIICIUATIMCTOB, CIIOCOOHBIX 3()(HEKTHBHO peniaTh COBPEMEHHbBIC MEAUIIMHCKUE 3a/1a4d U MOBBIIIAThH
Ka4eCTBO 3/IpaBOOXPAaHEHHUS.
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ABTOMATHU3UPOBAHHASA NTHO®OPMAIIMOHHAS CUCTEMA
«KAJPBI ITPEITPUATUSA»

Bgenenue. TpynoBbie pecypchl IPeIIPHUATHS SBISIOTCS TIIaBHBIM PECYPCOM KaXkKI0T0 NMPENIPHUTHS, OT Kade-
cTBa moabopa u 3P(HEKTUBHOCTH HCIONB30BAHUS KOTOPOI'O BO MHOTI'OM 3aBHCAT PE3YibTaThl NPOU3BOJCTBEHHOM
JIeATENBHOCTH peAnpusTus [1].

ITox xazpamu IPeNpUATHS TOHMMAETCS COBOKYITHOCTh PaOOTHUKOB Pa3IMYHBIX MPO(decCHOHAIBLHO-KBAIH-
(PMKALMOHHBIX TPYIII, 3aHATHIX HAa NPEANPHUSATAN U BXOJSIIUX B €r0 CIICOYHBL COCTAB.

Llenpto maHHOrO IpoeKTa OblLIa pa3paboTKa aBTOMATU3UPOBAaHHOM HMH(pOpMAIMOHHOW cucTeMbl «Kanpbl
TPEATIPUSTHSD).

OcHoBHas yacTh: [IpuioxkeHre COCTOUT U3 6 CEKUMH ¢ TAOIULAMMU:

— TI'maBHas (oToOpaxkaroTcs pe3yIbTaThl 3aIIpOCOB K 0a3e JaHHbIX).

— Tlompazmenenus (oToOpaxaercs Tabmuma «Ilogpasaeneans» U Bce Heo0X0auMoe st paboTHI ¢ HEell).

— Jomxaoctu (oTOOpakaeTcs Tadbmuma «/JomKHOCTHY U Bce HeoOXoauMoe s paboTHI ¢ Hel).

— Cotpynnuku (otobpakaercs Tabnuia «CoTpyJHUKM» U BCe HEOOXOaUMOe T paboThI ¢ Hell).

— Pacnucanue (orobpaxaercs Tadbiuua «IlltaTHoe pacnincanue» u Bce HEOOX0AUMOE Jyisi pabOThI C Hell).

— MHcropus (otobpaxkaercs Tabnuma «VcToprs nepemMenieHnin» 1 Bce He00X0AUMOe 11l pabOTHI C HElt).

Cexmus «Ilogpazaenenus» npencrasieHa Ha pucyHke 1. CymnecTByeT BO3MOXXHOCTh COPTUPOBATH, yIAJISATh
JIaHHBIE.

*
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Pucynok 1 — Ceknus «IloapasaeneHus»

Taxke B mpuiioXeHuH npucytcrByer padora ¢ Word, Excel. [Ipumep creHepupoBaHHOTO MPUIIOKEHHUEM
nokymeHta B MS Word «JInuHast kapTodka COTpY/THHKa» NPE/ICTaBICHA HA PUCYHKE 2.

[Tpumep crenepupoBaHHOTO NpHioKeHHeM jokyMeHnTa Excel «llItaTHoe pacriucanue mopa3saeneHus» mnpe-
CTaBJICH Ha PUCYHKeE 3.
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Pucynok 2 — JIu4yHas KapTo4yKa COTpYAHUKA

L&] H 1 J

LUTaTtHOe pacnucaHue

—

Nogpazgenenune NpoK3BOACTEEHHDbIH OTAEN
Hazsanue gonxkHoctn | MuH. paspsa | Makc. paspsp | Konuyecreo craBok
WHxeHep no NponsBoacTBY, 2 5 1
MeHenxep no KayecTey 2 5 3

Pucynok 3 — IllTatHoe pacniucanue noapasaeneHus

3aximiouenne. [IpoBelleHHOE TECTHPOBaHWE MPOTPaMMbI MO3BOJSIET CJeNaTh BBIBOJ O HOJHOW paborocmo-
cOOHOCTH mporpaMmbl. B pa3zpaboTke maHHOTO MPHIIOKEHUS OBUIO CHENAHO HE TOJBKO TO, YTO COOTBETCTBYET JaH-
HOMY 33JIaHUI0, HO U MHOTO€ Jpyroe Ui yAOOHOTO MCIIONB30BaHMs. biaromapsi ynoOHOMY M NMOHSATHOMY HHTEp-
¢eiicy cpensl nmporpammupoBanus Visual Studio ¢ npumenennem WPF ynanocs co3naTs KpacuBblii B y10OHBIN MH-
Tepdeiic TPUIoKEHHS.
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PROBLEMS AND WAYS TO IMPROVE CYBERSECURITY OF THE FEDEREAL
CUSTOMS SERVICE OF THE RUSSIAN FEDERATION

Introduction. Currently, cybersecurity is a key area in the Russian Federation, the development of which is
being carried out by the state. Thus, after the start of a special military operation in Ukraine, cyber attacks began to
occur more frequently on Russian state security systems, in particular, information security systems

The Russian Federal Customs Service (FCS) suffered one of the most dangerous hacks in recent times.

Thus, for the FCS of Russia there is a threat of disruption of interaction with participants in foreign economic
activity (FEA) and cooperation with other government bodies, because with the help of automated software, customs
authorities implement their main function — fiscal (replenishing the state budget with customs revenues). Even
a small cyber attack can result in the leakage of valuable data that is difficult or impossible to recover.

The purpose of this article is to determine the mechanism for the functioning of customs authorities to ensure
the safety of confidential information stored in automated software. The object of the study is the cybersecurity
of the customs authorities of the Russian Federation.
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