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OBIIEJOCTYINHBIE Y SKCKJIIO3UBHBIE BJIOKYENHbI

Beenenune. Toproseie onepanyuy B MHTEPHETE Ha JIAHHBIA MOMEHT CTallM MOYTH IOJHOCTHIO I0JIaraThCsi Ha
JIOBEPEHHBIE TPEThH CTOPOHBI NIPH MIPOBEICHUH 3JIEKTPOHHBIX IUIaTexeil. [IockombKy Takast MOJIeNIb, OCHOBaHHAsI HA
JOBEPHUH, CTPAIaeT OT HEKOTOPBIX HETOCTATKOB (HU3Kasi CKOPOCTh 00pabOTKH, IIEH3ypa), TpeOyeTcst peopranu3anus
CTPYKTYpBI TakuX omnepanui. OXHUM W3 KayeCTBEHHBIX PEUICHUI JaHHOW MPOOIEMBI SBISETCS TEXHOJOTHS 00pa-
OGOTKM JaHHBIX, YHOPAJOYEHHBIX 110 OMPE/IEIICHHBIM IPaBUIaM B CBA3HBIA CNUCOK. Takas TEXHOJIOTHS Ha3bIBACTCS
6moxueitH. [lepBoii 1 HanboJIEe U3BECTHON CUCTEMOM IIIaTeXel MPUMEHHBIIEH OJIOKUYCHH ABnseTcs OUTKOMH. biok-
YelH MOXKET OBITh PEEeCTPOM TPaH3aKIUi HE TOIBKO B KPUIITOBAIIOTAX, & PACHPOCTPAHATHCS Ha pa3inylble GpUHaH-
COBBIE Ollepalny, HISHTU(PHUKAIMIO TIOJIb30BaTENei U TPUMEHSTHCS B 0AHKOBCKHX M TOCYJAPCTBEHHBIX YUPEIKICHUSIX.

OcHoBHas YacTh. biokueiiH o0nagaeT OTIUYMEM OT TPAIUIMOHHON ICHTPATU30BAHHOM CHCTEMBI ITU(PPO-
BBIX IUIATEXKEH, 3aKIIIOYAIOIINICSA B JENEHTPAIU3aUK CUCTEMBL. [Ipy TpaH3aKIMsIX B IELEHTPAIN30BAHHBIX CHCTE-
Max He Hy’>KHO ToJIaraTbcsl Ha TPETbIO CTOPOHY, BCE JIOBEPHE HCXOIUT U3 MaTeMaTHYECKUX CBOMCTB CHCTEMBI. TaKke
OJIOKM TpaH3aKIMH 3aIIUIICHBl KPUIITOTpa(UUECcKH, a aTakyi Ha TaKyl0 cucTeMy OyIyT UMETh BHICOKYIO CTOMMOCTb.

Opnako OJOKYEHHBI MOTYT OBITh Kak OOIIEAOCTYNHBIMH, HAPUMEP KaK HCIIONB3YEMBIC B OMTKOWHE, TaK
1 3KCKJIIO3MBHBIMU. VIMEHHO TIpUMEHsieMble B OaHKOBCKMX M TOCYJApCTBEHHBIX CTPYKTypax OJOKYEHHBI SIBISIOTCS
9KCKIJIIO3MBHBIMHA. Heo0OX0MMOCTb B TAKOM pa3rpaHHUYCHUH MOSIBUIACH M3-32 HEJOBEPNS (PHHAHCOBBIX OpraHn3alui
K 00IIeTOCTYTHBIM OJIOKYEHHAM B CBSI3U C ONPEICICHHBIM HabopaM HEIOCTaTKOB [1;2].

IlepBoii mpobiaeMoii OOIIEOCTYIIHBIX CHCTEM SIBIISIETCSI HECIIOCOOHOCTH OTPEASTUTE YIaCTHUKOB TPaH3aK-
. TeopeTndecky, ONOK B TAKMX CHCTEMaX MOJKET CO3/aTh JIFOOOMH MOJIb30BATENb MPHU HATMYUM JOCTATOYHBIX BbI-
YHUCIUTENBHBIX PECYpPCOB aHOHMMHO, YTO MPOTHBOPEUUT 3aKOHOJATEAbCTBY BO MHOTHX rocyaapcrBax. OnHako Ha
MIPaKTHKE JIMYHOCTh YYACTHHKOB TPAH3aKIMH MOXHO YCTAaHOBHTH OJIaroiapsi WCIOJIb30BAHUIO CIELUaIM3UPOBaH-
Horo obopymaoBanusi ASIC — yCTpOWCTBA, BBITOJHSIOMICTO J00BIYY) KPUITOBATIOTEL. TakkKe yYaCTHUKOM MOXKET
OBITH BKJIIOYEHA IU(POBast IMOIIKCH JUT UICHTU(DHUKALIUH JTHIHOCTH.

Crenyromeit npoGiemMoii siBiseTcss KOH(OUACHINAIBHOCTE, KQTOPYI0O HE MOTYT OKa3aThb CHUCTEMBI, UCTOPHS
TpaH3aKIMH KOTOPBIX SIBJISIOTCS OOLIENOCTYNHBIMU. [lo 3TOW, NMpUYMHE TpaH3aKIUU MOTYT OBITH HCIIOJIb30BAHBI
B IPOTHBONPABHBIX AeHCTBUX [3]. Takke M3-3a OTCYTCTBUS MOMNHCEH MPH UACHTU(HHUKALNH UCTIONIB3YIOTCS OTKPBI-
TBIE KJIIOYH JUTS HECKOJBKUX IUIATEXeH. 3aKpBIThIC iK€ OMOKYEHHBI MOTYT UCIIOIBb30BATh CEKPETHI, KOTOPHIC, HATIPH-
Mep, OyAyT UMETh HEKOTOPBIE 3HAUCHMS, a Y Y3JI0B CETH K 3TUM, 3HA4eHHAM He OyJeT H0CTyIa.

Taxske ¢ TOUKH 3pEHUs 3aKOHOAATENbCTB/MHOTHX-IOCY 1apCTB KPUITOBAIIOTHI UMEIOT MPOOIIEMBI C OIpeiere-
HHEM CTaTyca akKTHBOB. KpUNTOBAIIOTHI HE SBISIIOTCS (PU3NYECKUMU OOBEKTAMH M HE UMEIOT FOPHIUMUYECKOTO MpPHU-
3HaHMs KaK COOCTBEHHOCTb, IIOTOMY HE MMEIOT CTaTyca aKTUBOB C MPAaBOM COOCTBEHHOCTH Ha mpeabsButeins. Ox-
HaKO, KPUITOBAIIOTHI MOTYT OBITh IPU3HAHBI KaK MMYIIECTBO B HEKOTOPBIX FOPUCIUKIIUSX, IJI€ OHU PEryIUpPYIOTCS
3aKOHO/IATEIbCTBOM. B Takux cirydasix, BiaJeiblibl KPUIITOBAIIOT 00JIaal0T ONpe/IeIeHHBIMU IIPaBaMy U 00s13aHHO-
CTSIMH B COOTBETCTBHH C 3aKOHOAATCALCTBOM. O/IHAKO B JJaHHOM Cllydae OOLIEZOCTYIHBIC U 3aKPBIThIE OJIOKYEHHBI
HE UMEIOT Pa3Inini, TaK KaK UX CTaTyC OCTaeTCsl HEONPEIeICHHBIM.

BnokyeliHbl ¢ BHYyTpeHHEN BATMOTON (TOKEHBI) MOT'YT OBITh HENPHBIIEKATEILHBIM /sl OAHKOBCKUX WM T'OCY-
JApCTBEHHBIX yUPEKICHHH, U3-32 UeTo OJOKYEHHBI O3 BHYTPEHHEH BAJIIOTHI Ul TAKUX OpraHu3anuii 6onee mpex-
MMOYTHUTENBHBL. Takol¢Inu3aiH OJOKYEHa Ha3bIBacTCad «OJIOKUEHH 0Oe3 TOKEHa» Wi «OE€3TOKEHHBIN OJOKYEHHY.
BMmecTo TokeHa, B_3TOM THITE OJIOKYEHHA MCIIONB3YETCS CUCTEMa PEIlyTalluy, KOTOpasi MO3BOJISIET YYACTHHUKAM CO-
BEpIIATh TPAH3AKINHK W, IOTyYaTh BOSHATPAXK/ICHUS HA OCHOBE CBOEH aKTHBHOCTH U Y4acCTHS B CETH.

Be3TokeHHBIN OJOKYEeHH MOXKET OBITh OoJIee MPHUBICKATEIBHBIM IS YIPEXKICHUN, TaK KaKk OH HE TpeOyeT co-
3aHUS ¥ HOJJIEpKKY BHYTPEHHEH BalIOTBI, YTO MOXKET OBITH CIOKHO M Joporo. Kpome Toro, oTcyTcTBHE TOKEHA
MOXET OOJIErYHTh MPOLECC PEryIUPOBAHUS U CHU3UTh PUCKHU JUIA yupexjeHuil. OnHaKo, 0€3TOKEHHBIH OIOKYeHH
MOXET UMETH\CBOU HEIOCTATKU, TaK KaK OH MOXET ObITh MEHEe IPUBJICKATEIbHBIM JJIsl HHBECTOPOB M I10JIb30BaTE-
JIel, KOTOpBbIE MOT'YT IPEIIOYeCcTh UCIOIb30BaHHE TOKEHAa B KauecTBe IU(POBOrO aKTHBA MM CPEACTBA OIUIATHI.
Kpowme Toro, cucrema peryTanyiy MO>KeT ObITh MEHee MTPOo3payHOl 1 0OBEKTHBHOM, YeM UCIIONIb30BaHNe TOKeHa [3; 4].

Crenyromeii npodiaeMoli o0IIETOCTYTHBIX OJIOKYEHHOB SIBIISETCS Ipo0iieMa 3aBEepIICHHOCTH TpPaH3aKIHH.
Orta mpobieMa BO3HMKAET M3-3a TOTO, YTO TPAH3AKIHMU JOJDKHBI OBITH MOATBEP)KACHB! OOJBIIMHCTBOM YYaCTHHKOB
CeTH, MPEX/e YeM OHH OyIyT CUMTATHCS OKOHYATEIFHBIMU. DTO MOXET 3aHATh MHOTO BPEMEHH, OCOOEHHO €CIIU CETh
TIeperpy>keHa MM €CIIU TPAH3aKIIUU COJIep KaT HET0CTaTOYHO BHICOKHE KOMUCCHH.

Kpome Toro, B HEKOTOPBIX CIydasX TPaH3aKLIUK MOTYT OBITh OTKJIOHEHBI MJIM OTMEHEHBI MTOCJIE TOTO, KaK OHH
ObUTH OTIPABIEHBL. JTO MOXKET IPOU3OUTH, HAIIPUMED, €CIIN YIACTHUK CETH OOHAPYKUT OIIMOKY B TPAH3aKIMU MU
ecii OHa OblyIa OTIPAaBJICHA HA aJpec, KOTOPBIH HE CYIIECTBYET.
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Jns pemenus 3Toi npoGiieMbl pa3padoTYMKU OJIOKYSHHOB PeallM3yIOT Pa3iIMYHble MEXaHH3MBI, TaKHe Kak
YCKOPEHHE TPaH3aKLUH, YIydIIeHHE alrOpUTMOB KOHCEHCYca M yBEIWUYEeHHE pa3Mepa 010koB. OIHAKO, ITH Mexa-
HHU3MbI MOTYT TNIPUBECTH K JPYTHM NpoOiieMaM, TAKUM Kak yBeJIMueHHe pa3Mepa ONoKueiiHa WITH yXy/ IIIeHHE JICLCH-
Tpan3aliy CETH.

ATaka ¢ LeH3ypoil TpaH3aKIUi Ha OJOKYEHH MOXKET OBITh OCYIIECTBJICHA, €CIM KTO-TO MOJy4aeT KOHTPOIIb
Ha/I IOCTaTOYHO OOJIBIIAM KOJIMYECTBOM Y3JI0B (HO.), KOTOpbIe 00padaThIBalOT TPAH3AKIIMH B CETH OJOKYCHH. DTO
MOJKET TIPON30UTH, €CIIH aTaKyIOIIMH CMOT MOJYYHUTh JOCTYII K IPUBATHBIM Kifouam [4].

Ecnu aTakyrommii moydaeT KOHTPOJIb HaJl JIOCTATOYHBIM KOJIMYECTBOM Y3JIOB, OH MOXET Ha4aTh OJIOKHPO-
BaTh WJIM OTKJIOHATH OINPE/EIECHHbIE TPAH3aKIINHU, YTO MOXKET MPUBECTH K CEPHE3HBIM MOCICACTBUSIM JUI JELEHTpa-
JTU30BaHHOW ceTH OjokueiH. Hampumep, 3T0 MOXKET IPUBECTH K 3aepiKKaM B 00padOTKe TpaH3aKIUi, YBEINICHUIO
KOMHCCHH 32 TPaH3aKIMU M OTPAaHUYEHHIO JOCTYTIA K OTPE/IENICHHBIM pecypcaM.

IIJ'I)I 3alllUThI OT TaKOM aTaku HeO6XO[[l/IMO HCIOJB30BATh MEXAaHU3MbI I'0OJIOCOBAHUA U ACHCHTPpAIU3alluu, KO-
TOpBIE TIO3BOJISIIOT PACHPEASNATh KOHTPOJb HAJ Y3JIaMH MEXAy pPa3IMYHbIMH yJacTHHKamMu ceTH. Kpome Toro,
Ba)KHO HCIOJIB30BaTh CPEACTBA INU(PPOBAHUI U MHOTO(AKTOPHYIO ayTEHTU(HUKALUIO ISl 3aIUThl IIPHUBATHBIX KIIFO-
4eil, NCMOJIb3YEMBIX JIJISl yIIpaBJIeHUs y3aamu [4].

3ak0yeHue. DKCKITIO3UBHBIC OJIOKYEHHBI OOJBIIE COOTBETCTBYIOT 3aKOHONATENBCTBY U MOLYT OBITH IpHU-
BJICKATENIBHBI TSI YUPEKIACHUN B CPEAHECPOUYHOH mepcnektuBe. OaHaKo JUIs 0OBIYHOTO HOJB30BATEIs BCE TaKKe
OCTaeTCsl MPHBJIEKATEIbHBI OOIICAOCTYNHbIE OJOKYEHHBI, B KOTOPBIX JIy4Ille OPTaHU3YIOTCs OJHOPAHIOBBIC CETH
MEXIy MOJIb30BaTeIsIMU. HenoBedeckuil pakTop B OOLIEIOCTYITHBIX CHCTEMaX CBEACH K.MUHUMyMy. OOmenocTyn-
HBIC OJIOKYEHHBI MOTYT CTaTh OCHOBOM MH(PACTPYKTYphl OIOKYEHHOB, a SKCKJIIO3UBHBIC PHIIOKEHUSI MOTYT CTPO-
UTHCS Ha UX OCHOBE.
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PASPABOTKA KOMITBIOTEPHOM UT'PhI «MAJIKOHI»

Beenenne. HeBo3amMoxHO OTpHIaTh TOT (akt, 4To 3a rnocieaaue 30 jeT KOMIbIOTEpHBIE UTPHI OBUIN 3HAYH-
TENIBHO Pa3BUTHI, U B HACTOAIIESBPEMSI MHOTHE CUNTAIOT UIPOBYIO MHIYCTPHIO CBOETO pOJa MCKYCCTBOM, HapaBHE
C MY3BIKOH, KMBONUCHIO M KMHO. OTINYNTEIbHONH 0COOEHHOCTBIO HEKOTOPHIX KOMITBIOTEPHBIX UTP SBISIETCS aKTHB-
HOE y4acTHe UTPOKd B COOBITHSX BUPTYaIbHOI'O MHpPA, YTO SIBJISIETCS IPUYMHOM IOJTHOTO ITOTPY>KEHHsI B aTMochepy
urpsl. Llenbio TaHHOH pabOoTHI sIBIIETCS pa3padoTka urpbl «MamkoHr» [1].

ITporpammMa npemiaraer Ha BEIOOP 4 UIPOBBIX JIOKALMH. JTO JIMIIb BU3yalbHasi COCTAaBIISIONIAs UIPBI, HA CaM
MPOLEEC ITO HE BIHSACT.

Ilperpamma takxe npejuaraer 3 Gpurypsl Ha BEIOOp. Y KaxJI0H (Urypsl pasHOE BpeMsl B 3aBUCHMOCTH OT
CJIOKHOCTH ee pazbopa.

CyTh UTPHI COCTOUT B TOM, YTOOBI KaK MOKHO OBICTpee coOpaTh MpeIOKEHHYI0 (PUTYPY U TIPH 3TOM HE TIO-
IIaCTh B TaK HA3bIBAEMYIO «JIOBYLIKY MalOHra», IpU KOTOPOU Urpa INPUXOJUT B TYyIHK U3-3a OTCYTCTBHS BO3MOXK-
HOCTH HaiTH BTOpyIo (Guiky. Urpa 3aBepiuaercst 1100 Mpu MOJHOM pazdope GUrypsl, 100 NMpu OKOHYAHUH BpeMe-
HU. [IpH m00BIX 00CTOSTENBCTBAX MPOTPaMMa COOOITUT 00 3TOM.

OcHoBHas YacTh. /s peanu3anuy NpuiaoxeHus ObLia BeIOpaHa cpexa nporpammupoBanus Visual Studio
U 00BEKTHO-OPUEHTUPOBAHHBII s3bIK MporpaMmmupoBanus C#, a taxke npuinoxenue Adobe Photoshop CC 2019 st
npopucoBku 3D-moxeneii gumek. PaccMaTpuBaeMblil 361K IPOTPaMMHUPOBAHHUS MTOIB3YETCS CIIPOCOM, HO HE Y BCEX
paspaboruukoB. Y Illaprna Hemano CHIBHBIX M CJIAOBIX CTOPOH, 3Has KOTOpHIE, IPOrPAMMHUCT CMOXKET MOHSTH, Ha-
CKOJIbKO COOTBETCTBYIOILUI «CHOCOO CO3aHMUs TPOrPAMMHOT0 00ECIIEUSHHUS» eMy MOIXOIuT [2].

ITpu 3arpys3ke urpsl oToOpaxaeTcs IepBoe OKHO, I/l Hy’KHO BBIOPATh JTOKAIMIO Ha pUCYHKE 1.
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