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PROBLEMS AND WAYS TO IMPROVE CYBERSECURITY OF THE FEDEREAL
CUSTOMS SERVICE OF THE RUSSIAN FEDERATION

Introduction. Currently, cybersecurity is a key area in the Russian Federation, the development of which is
being carried out by the state. Thus, after the start of a special military operation in Ukraine, cyber attacks began to
occur more frequently on Russian state security systems, in particular, information security systems

The Russian Federal Customs Service (FCS) suffered one of the most dangerous hacks in recent times.

Thus, for the FCS of Russia there is a threat of disruption of interaction with participants in foreign economic
activity (FEA) and cooperation with other government bodies, because with the help of automated software, customs
authorities implement their main function — fiscal (replenishing the state budget with customs revenues). Even
a small cyber attack can result in the leakage of valuable data that is difficult or impossible to recover.

The purpose of this article is to determine the mechanism for the functioning of customs authorities to ensure
the safety of confidential information stored in automated software. The object of the study is the cybersecurity
of the customs authorities of the Russian Federation.
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Main part. Cybersecurity is the security of sensitive information in cyberspace, a complex environment that
results from the interaction of humans, software and the Internet and is distributed by connected networks and infor-
mation and communication technologies (ICT).

There are many interpretations of the concept of cybersecurity. Cybersecurity is also a set of activities aimed
at organizing the collaboration of computing devices and personnel developing specific guidelines and risk manage-
ment approaches in accordance with security policies, protecting the assets of the organization and users. Thus,
a number of actions are used aimed at protecting cyberspace and preventing unauthorized access, as well as damage
to data contained on information platforms [1, p. 4, 5].

The state uses cyberspace to improve the socio-economic environment of society. Thus, by increasing the
revenue side of the state budget with its help, introducing new technologies and developments, the State Government
increases the productivity and profitability of enterprises, and in general the level of well-being of the country’s pop-
ulation increases. ICT is developing rapidly and is accelerating the transition to a virtual space where innovation
is concentrated and there is the opportunity to interact through mobile technologies.

The rapid spread of digitalization, on the one hand, provides benefits for humanity, and on the other hand,
leads to conflicts due to damage to the infrastructure of cyberspace. Nowadays, the polarization of countries is no-
ticeably increasing, and this leads to a breakdown in cooperation between them, and within the framework of cyber-
space, political conflicts are being tried to be “solved” by illegal means, namely by inflicting cyber attacks [2, p. 72].
Attempts are being made against the computer security of information systems: attackers gain access to confidential
information and, by remotely controlling hacked systems, contribute to their destabilization.

According to the Russian Ministry of Foreign Affairs, the number of cyber attacks on Russia has increased in
recent years. The public sector has become a particularly targeted area. In connection with the intelligence activities
of foreign states against Russia, hackers and so-called “hacktivists” were hired IT specialists who were recruited
mainly from the territories of NATO member states, the EU and Ukraine through telegram channels to carry out web
attacks on government agencies. The main goal they pursue is leaking user dataand limiting access to used resources
through the use of malware, where the type of “encryptor” was used to a greater extent.

The boom in hacktivist activity predicted by Positive technologies experts, which was aimed at government
institutions, was confirmed in 2023 [3, p. 4].

On April 10, 2023, a large-scale cyber attack was committed on the IT resources of the FCS of Russia, which
led to the failure of the functioning of the Unified Automated System of Customs Authorities until April 12, 2023.

Customs officials have had to face a number of negative consequences. First of all, this is a time-consuming
restoration of information systems. Thus, customs inspectors at checkpoints were engaged in processing customs
declarations on paper, but this measure was forced.

The work of the official website of the FCS.of Russia‘was suspended, and access to the “Personal Account” of
a FEA participant was limited for use outside the Eurasian Economic Union. A positive aspect was the fact that
crossing the customs border by individuals was not suspended, work was carried out as usual [5, 6].

Customs services of the FCS of Russia began to be subject to cyber attacks since March 2022, up to 3—4 times
a day. By May 2023, there were “1,200 DDoS attacks™ on the Russian FCS, prompting calls for help from external
organizations to assist in the cybersecurity of their IT systems, such as “Sberbank™ and “Kaspersky”.

Let's consider the activities of criminal groups (Figure 1).

Cloud Atlas Tonto Gamaredon MuddyWater

Sticky Werewolf Dark River Mustang Panda

Figure 1 — Criminal groups committing cyber attacks on government information systems [4; 7; 8]

Let's take a closer look at the operating patterns of the hacker groups Sticky Werewolf and Dark River, which were
identified during cyber attacks on the FCS of Russia — they send out phishing emails containing viral information.

Sticky Werewolf is a group (registered in April 2023) that sends letters to the official emails of government
employees with reinforcements as attachments of PDF or Word files, after opening which the software of govern-
ment information systems is instantly infected.

The strategy of the Dark River group is similar to Sticky Werewolf, but there is a significant difference - the
resource controlled by criminals is loaded after the user opens the editing mode of a “.docx” file sent from an un-
known address in an attachment. The group was most active in its activities from August to September 2022. A spe-
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cial feature is good backdoor camouflage. Many of its samples are equipped with a real digital signature, and the
names of the executable files are similar to the names of legitimate software. Developers, using different types of
packagers, compress files, hiding harmful code in such a way that it is almost undetectable.

It should be noted that the protection of information systems of the FCS of Russia seems possible through the
coordination of actions of specialists in the field of cybersecurity and software users who will apply organizational
and legislative measures (Table 1).

Table 1 — Measures to minimize the occurrence of cyber attacks on information systems of the Federal Customs Service of Russia

Ne Measure Characteristic
1 Ensuring software updates and protection Installing anti-virus software, regularly updating the firewall
2 Implementation of multi-level protection Data encryption, authentication, firewalls

Conducting seminars on information security for government officials

Training of civil . . .
3 raming of civil servants on the existence of possible threats and protection from cyber attacks

4 Network activity analysis Monitoring to identify “suspicious traffic”

Creating backup copies of data to restore information in case of its

5 Information backup destruction

Providing civil servants with access to information systems depending

6 Access control L o
on their job responsibilities

7 Adherence to international information security standards Compliance with the requirements established by ISO/IEC 27001

Conclusion. One of the most effective practices for preserving confidential customs data is data encryption.
When a legal crypto gateway certified by the Federal Security Service of the Federal Service for Technical and Ex-
port Control is used, the fight against leaks of strategic information is most effective. According to experts, avoiding
cyber attacks cannot be completely eliminated, but it is recommended not to activate letters sent from an unknown
address [7; 8].

To summarize, it is important to summarize that timely response to problems in working with information
systems and compliance with cybersecurity rules by users of computer programs is a necessity. It is also worth men-
tioning the consolidation of cybersecurity policy by regulations, because in the Russian Federation there is no sepa-
rate concept of state cybersecurity. So, only in 2010 a project document for such a concept was formed, but it was
not approved, and the project was not implemented. The development of new practical security systems and the ap-
proval of the project on “Cybersecurity” will allow regulation in cyberspace not only at the federal, but also at the
international level [1, p. 7; 9].
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